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Abstract. Hazard analysis for individual systems is a task that is required as part of the production 

of most complex systems to identify hazards and to take appropriate measures to alleviate such haz-

ards. It is a laborious and expensive task that requires key specialists and lengthy analysis. This is 

not just for systems on their own. Since collaboration between systems is becoming increasingly 

important, this complicates hazard analysis even further. It requires a systemic process looking at the 

individual systems as well as the system of systems and the environment in which they operate. The 

example looks at the concept of platooning i.e., where trucks transporting goods can operate as a 

platoon, traveling very closely together under the control of a platoon leader. Platooning has the 

benefit of reducing traffic and harmful emissions but introduces new hazards that must be examined 

and mitigated. The paper describes an approach to hazard analysis for a system of systems (SoS) that 

uses a model created using the Unified Architecture Framework (UAF) as an aid in identifying and 

analyzing hazards.  

Introduction 

Hazard analysis for products where safety criticality is a factor is a requirement and needs to be 

carried out to identify hazards as well as to mitigate them. Performing hazard analysis involves the 

creation of scenarios that illustrate the hazards and makes it possible to define ways to mitigate and 

protect against them. Performing this kind of analysis is both difficult and time consuming. Attempt-

ing to perform hazard analysis for systems of systems is even more difficult. During 7 months in 

2021 a project named Model-based Risk Assessment and Safety Analysis (MBRASA) was conducted 

to look at hazard analysis for system of systems. It involved a couple of companies as well as aca-

demia and was supported by government agencies. (TECOSA, 2021) 

The main task was to look how modelling could be used to extrapolate on the single vehicle/machine 

scope of current safety standards, such that extended system/item definitions can be modelled to 

incorporate multiple systems and edge resources. The model was intended to aid in the definition of 

hazards for defined combinations of systems into a system of system. The model can be used to 
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address a specific system of system issue namely that: A system of systems will exhibit a much larger 

hazard space (Functions, modes, failure modes, situations) than a single controlled system. The 

model therefore needs to address the system of systems specific issues. Based on the results achieved 

in this work effort further work was initiated to look in more detail at hazards resulting solely from 

the system of systems approach. The aim being to ensure that the hazards solely depending on the 

systems of systems could be looked at in isolation. 

The modelling makes use of the Object Management Group (OMG) Unified Architecture Framework 

(UAF) as a modelling language with some additions defined for hazard definition. (OMG, 2022) 

What Characterizes a System of System? 

M.W. Maier described principles for architecting systems of systems (Maier, 1996). ISO/IEC/IEEE 

21839 (ISO, 2019) also provides a definition of SoS: System of Systems (SoS) — Set of systems or 

system elements that interact to provide a unique capability that none of the constituent systems can 

accomplish on its own. Note: Systems elements can be necessary to facilitate the interaction of the 

constituent systems in the system of systems. The INCOSE Guide to the Systems Engineering Body 

of Knowledge (SEBoK) (INCOSE, 2022) created a set of characteristics that differ in between sys-

tems and system of systems (Svenson and Axelsson, 2021): 

• A system usually has a well-defined set of stakeholders, whereas a system of systems usually 

has several levels of different stakeholders with mixed and sometimes contradictory and/or 

competing interests. 

• A system usually has clear goals and purpose, whereas a system of systems usually has sev-

eral, possibly contradictory goals and purposes. 

• A system usually has clear operational priorities and mechanisms to manage these priorities, 

whereas a system of systems usually has several and sometimes different operational priori-

ties and with no defined way of escalating any issues. 

• A system usually has a single life cycle, whereas a system of systems usually has several 

lifecycles with elements that are implemented asynchronously. 

• A system usually has a clearly defined ownership with the ability to transfer resources in 

between elements, whereas a system of systems usually has several owners that make deci-

sions independently of one another. 

The possibility of emergent behavior is also of importance here. Emergent behavior implies that in-

teractions between the systems in an SoS reveals unanticipated behavior. In an SoS consisting of 

safety critical systems unanticipated emergent behavior can represent a serious hazard and such be-

havior therefore needs to be managed. The focus here is on the conditions that are solely due to the 

connection of a set of systems into a whole and the hazards that this creates. 

Platooning. 

Platooning implies that several trucks combine in a convoy under the control of a platoon leader 

where the distance in between trucks in the convoy can be much shorter than normal. They are even 

closer to one another than the distance that would be used based on adaptive cruise control (ACC). 

The advantages would be that congestion on roads would be alleviated. Given that the trucks in the 

platoon are shielded in front will also help reduce fuel consumption which would have an environ-

mental benefit. 

The most advanced form of platooning would be one where trucks could be allowed to form platoons 

dynamically on roads and broadcast their willingness either to lead a platoon or join a platoon. This 

is also the form of platooning that will be used here as an example of system of system hazard anal-

ysis. For this to be possible a set of different capabilities needs to exist in the trucks that make up a 

platoon as shown in figure 2.  



 

 
Figure 1. Truck Platooning Concept 

 
Figure 2. Truck Platooning Concept Capabilities 

The figure shows a set of capabilities that platooning needs to exhibit. These are capabilities that will 

need to be exhibited by individual trucks, the platoon, external systems (governance) and the SoS as 

a whole. 

Do trucks formed into a platoon represent a system of systems (Baumgart et al, 2017)? 

The kind of platoon that can form dynamically on a road by cooperating trucks matches the criteria 

for an SoS. Trucks can have different manufacturers. They can have different usages defined by their 

owners such as logistics companies, contractors as well as different authorities. By using the general 

term trucks to accommodate all these possibilities the different SoS criteria’s can be analyzed. 

• A system of systems usually has several levels of different stakeholders with mixed and some-

times contradictory and/or competing interests. 

o General trucks would meet this criterion. 

• A system of systems usually has several, possibly contradictory goals and purposes. 

o General trucks would also meet this criterion. 



 

• A system of systems usually has several and sometimes different operational priorities and 

with no defined way escalating any issues. 

o General trucks would meet this criterion as well. 

• A system of systems usually has several lifecycles with elements that are implemented asyn-

chronously. 

o The life cycle of general trucks will be different. 

• A system of systems usually has several owners and drivers that make decisions inde-

pendently of one another. 

o The owners and drivers of general trucks would also take independent decisions. 

The criteria seem to be met. It is however clear that a platoon of trucks needs to have specified 

controlling mechanisms to achieve the capability to perform platooning safely. The behavior that 

would result without any such ability would be catastrophic. Standardization of platooning control is 

essential. In the same way an ability to test the implementation of this standard for trucks allowed to 

act as a platoon leader or platoon participants is also a requirement. Despite this overall control a 

platoon that can be created dynamically by a set of general trucks can still be considered as a system 

of systems. 

Identifying and dealing with hazards 

Generally, hazard analysis and risk assessment (HARA) is performed by exploring all possible fail-

ure in all possible usage situations, and then estimate the criticality of each dangerous consequence 

(hazard). Below is an example of using the ISO 26262 method for HARA where parameters are put 

in different columns in a large table that can be dealt with to assess hazards and possible actions as 

well as severity. (ISO, 2018), (Axelsson, 2017) 

 
Figure 3. Hazard analysis and risk assessment 

The first column in this table defines the function concerned, the second deals with failure modes. 

The third considers operational modes, the fourth situations and the fifth discusses consequence. A 

situation crossed with a consequence (taking a failure mode and an operational mode into account) 

yields a hazard. Each hazard is assessed for severity, exposure, controllability and an ASIL level is 

determined. Finally, a safety goal is a requirement that if it is upheld keeps the system from exhibiting 

the hazard. Obviously, the cross-combination of all the blue columns can yield a very large hazard 

space even for a single system. The example of a brake-based hazard above can be viewed as a hazard 

affecting a single vehicle. If this is expanded to a system of systems, the hazard space becomes much 

larger. 

Using a model to analyze hazards for SoS 

As described above a controlled platoon of trucks can be considered as a system of systems but where 

a platoon leader control has been added to manage the interactions between the trucks such that a 

platoon can be handled safely. The intent here is to consider hazards and safety goals associated with 

the platoon and leave the hazard handling of individual trucks to the hazard handling associated with 



 

the individual trucks themselves. Once the platoon specific hazards have been considered it will be 

possible to look at the individual hazard analysis for the trucks to define how the individual hazard 

handling for trucks impacts on the hazards for the platoon. Of specific interest however för an SoS 

are hazards that appear solely because of the SoS and where there is no failure in the individual trucks 

but where the hazards are directly connected platooning. Using a model of a platoon such hazards 

can be analyzed. 

The relatively simple model in Figure 3 describes the influence of external elements as well as the 

influence that the trucks in the platoon have on one another. 

• The weather influences the trucks directly as well as the road on which they travel (snow, 

rain, ice, fog, heat, cold). 

• The road with its changing number of lanes, gradients, speed restrictions and road works will 

impact of the platoon. 

• The traffic that is not part of the platoon will need to be dealt with. The kind of vehicle that 

interacts with the platoon may well need different handling (police, ambulance, fire brigade, 

military vehicles, other trucks, civilian vehicles etc.). 

• An overall platoon governance entity has been added since there may well be a need for an 

overall platooning control for a region. It can provide governance for the platoons in the re-

gion and provide data regarding conditions beyond immediate line of sight for a given platoon 

leader. 

 
Figure 3. Platooning Influence Scenario 

Truck constraints that need to be considered within a platoon. 

The following rules and regulations act as constraints on trucks within a platoon: 

• Trucks have a regulated maximum length. The length differs between different countries, but 

25 meters is a reasonable assumption concerning a truck maximum length. 

• As the number of trucks in the platoon increase a leader follower approach as regards steering 

needs to be employed such that steering follows both lanes within the road as well as what 

the truck directly in front is doing. 

• Trucks also have a maximum weight. Also, this can vary between countries and is furthermore 

subject to regulatory changes. A maximum weight of 60 tons is a reasonable assumption. 

• If trucks in a platoon have different maximum power ability, gaps within the platoon may 

appear as the incline is negotiated. As an example, a 200-meter incline can be negotiated in 8 

seconds by a truck capable of maintaining the speed 25 m/s (90 km/h). A truck that is only 

capable of 20 m/s (72 km/h) will only travel 160 meters in 8 seconds which would yield a gap 



 

of 40 meters in between the trucks. A platoon with such gaps appearing will be very difficult 

to control. 

 
Figure 4. Power required by a 60-ton truck to maintain speeds on a 5-degree incline. 

 
Figure 5. Power required by a 60-ton truck to maintain speeds on a 10-degree incline. 

• If a platoon is to alleviate road congestion to any extent it must operate with a distance in 

between trucks that is less than that provided by an adaptive cruise control. If this is not the 

case, there is little benefit for the truck in participating in a platoon. If a truck can drive with 

a smaller distance to the truck in front of it in a platoon, this implies that any ACC would 

have to be disabled while platooning is in progress. 



 

• The maximum power that a truck can deliver is of primary importance as far as platooning is 

concerned. If this differs in between trucks the speed that a truck can have going uphill can 

differ significantly in between the trucks in a platoon as is shown in figures 4 and 5. 

Using a logical model of a Platoon to Determine Hazards 

The requirements concerning the handling of the platoon can be formalized as a logical need to ex-

change different information as well as commands. Taking account of the capabilities defined in 

Figure 2 makes it possible to formalize these exchanges in a logical model. (Axelsson, 2017) 

Figure 6 describes the individual truck in the platoon, its interactions with other trucks in the platoon 

as well as the road and road conditions and external elements such at the weather and GPS satellite 

systems. Messages are exchanged between the different truck as well as other context elements.  

 
Figure 6. Formalized Commands and Information Exchanges Based on Requirements. 

It is important to realize that this logic needs to allow a truck to be either a platoon leader or a platoon 

participant truck and that a participant may change to a leader and that a leader may change to be a 

participant. The most compact way to define the logic involved as well as to identify the hazards 

involved is to look at the state machine for the truck as part of the platoon as shown in Figure 8. 

Figure 7 shows the concentrated platooning logic for the truck.  

It is important to realize that this logic needs to allow a truck to be either a platoon leader or a platoon 

participant truck and that a participant may change to a leader and that a leader may change to be a 

participant. The most compact way to define the logic involved as well as to identify the hazards 

involved is to look at the state machine for the truck as part of the platoon. The possible governance 

is not included here since this will need to be considered further. The state machine for the truck, 

shown in figure 8, enables a detailed reasoning about the logic as well as the hazards involved. This 

is a compact state machine that contains several different concurrent regions that each cover various 

aspects of truck being a part of a platoon or leading a platoon.  

 



 

 
Figure 7. The concentrated platooning logic. 

The state machine uses a set of concurrent regions to describe the platooning logic. The following 

set of basic regions are present: 

• Common (see figure 8): 

This region deals with interactions applicable irrespective of whether the truck is a platoon 

leader, platoon truck or a truck hoping to be part of a platoon. 

• PlatoonLeader (see figure 8): 

This region contains a set of interactions that a platoon leader needs to be able to deal with 

and is in turn subdivided into a set of concurrent regions: 

o HandlingTrucksJoining (see figure 9) 

o HandlingTrucksLeaving (see figure 13) 

o HandlingEntryOfOtherVehicles (see figure 13)  

o PlatoonTruckHandling (see figure 12) 

o PlatoonInterestedInJoiningOtherPlatoon (see figure 14) 

o PlatoonCapableOfAddingPlatoon (see figure 14) 

• WouldBePlatoonTruck (see figure 9): 

This region deals with interactions performed by a truck that wishes to become a member of 

a platoon. 

• PlatoonTruck (see figure 11): 

This region deals with interactions performed by a tuck that has become a member of a pla-

toon. 

The regions are coordinated by the value properties owned by the truck block that all of them access 

and manipulate. The details as well as the hazards can be identified by looking at the detailed com-

binations of interactions supported by a platoon truck and a platoon leader. The interactions required 

to manage a platoon composed of trucks from different possible manufacturers and users will require 

detailed standardization as well as regular inspections by authorities. Within the Figure 8 state ma-

chine, references to figures, that analyze and look at hazards associated with a given part of the total 

state machine, are included. 



 

 
Figure 8. The complete truck state machine for platooning logic. 



 

Truck joining a platoon 

 
Figure 9. Truck Joining Platoon Handling. 

It must be possible for a would-be platoon leader to assess a truck wanting to join to assess the dis-

tance that the platoon needs to maintain in between the truck joining and the one in front. This re-

quires assessment of length, weight, engine power as well as braking distances. Several hazards can 

be associated with truck joining a platoon. 

Table 1: Joining hazards 

Hazard name Failure/operational 

mode 

Situation Hazard description 

Platoon truck assessment 

hazard 

Incorrect data or assess-

ment of parameters for 

truck wanting to join. 

Truck wanting to join 

platoon 

Platoon access allowed with un-

safe safety distance to the truck in 

front. 

Platoon length hazard Truck joining leading to 

increase in platoon length 

Platoon size increase The length of the platoon is too 

long for safe control by platoon 

leader. 

Table 2: Joining hazard safety goals 

Hazard name Safety goal 

Platoon truck assessment 

hazard 

Inspection handling is required to ensure that the trucks that want to join a platoon deliver 

correct information to the platoon leader. 

Platoon truck assessment 

hazard 

Inspection handling is required to ensure that a platoon leader assessment of truck joining 

suitability is correct. 

Platoon length hazard The assessment as to maximum length of platoon needs to be made external traffic flow con-

ditions as well as road conditions into account. 

The truck joining scenario can also be described in further detail as a sequence chart. There are sev-

eral aspects to the hazards defined above. As an example, changing conditions due to traffic or road 

condition external to the platoon may imply that while originally safe, individual safety distances for 

trucks may no longer be correct and need to be revisited. The length of the platoon may also become 

unsafe due to traffic or road condition changes. It is highly likely that the application governing 

platooning will need to contain machine learning to ensure that condition changes are handled in a 

safe manner. The driver of the platoon leader will have to be aided by AI in order to handle the 

necessary decisions when allowing or disallowing a truck to join the platoon. 



 

 
Figure 10. Truck joining platoon as a sequence chart. 

Platoon leader handling of a platoon truck 

 
Figure 11. Platoon truck handling. 



 

A truck joining a platoon will normally always join at the tail end. The only exception to this rule is 

if an entire platoon joins another platoon in which case the truck that changes from platoon leader to 

platoon truck will be given a slot number within the new platoon and appear as being within the 

platoon from start. In case a platoon truck wishes to leave the platoon, this needs to be notified to the 

platoon leader and the departure is also associated with hazards. 

 
Figure 12. Platoon leader handling of trucks within the platoon. 

Table 3: Platoon handling hazards 

Hazard name Failure/operational 

mode 

Situation Hazard description 

Road condition handling 

hazard 

Road condition changes 

(lanes, speed restrictions, 

traffic lights, traffic flow, 

gradients) 

Platoon moving normally Changes in road conditions can-

not be handled safely by members 

of the platoon. 

Platoon gap hazard han-

dling 

Gaps appear inside of the 

platoon where individual 

truck members cannot fol-

low the instructions origi-

nating from the platoon 

leader. 

Platoon contains gaps 

that result for inability to 

manage road conditions 

Uncontrolled changes in distance 

between trucks within a platoon 

leading to gaps that can be used 

by other non-platoon vehicles 

leading to uncontrollability. 

Table 4: Platoon handling hazard safety goals goals 

Hazard name Safety goal 

Road condition handling 

hazard 

Platoon leader shall monitor status of member with a frequency that ensures that road condi-

tion changes can be dealt with. 

Platoon gap handling 

hazard 

If gaps appear within the platoon the platoon leader shall be able to act to either close the 

gap, dissolve the platoon, dissolve the platoon partially or split the platoon into two pla-

toons, making the truck with the gap just in front of it the platoon leader for the trucks be-

hind it. 



 

Truck leaving and entry of other vehicles 

 
Figure 13. Departure of truck and entry of other vehicles. 

Table 5: Truck departure and vehicle entry hazard 

Hazard name Failure/operational 

mode 

Situation Hazard description 

Platoon truck departure 

hazard 

Platoon truck leaves pla-

toon 

Platoon driving Platoon truck departure initiated 

in an uncontrolled manner. 

Platoon split request haz-

ard 

Platoon leader split request Platoon should be di-

vided into two platoons 

Platoon split into two platoons at-

tempted in an uncontrolled man-

ner. 

Other vehicle interested 

in entry into platoon. 

A vehicle attempts to gain 

entry to platoon 

Parts of the platoon has 

different end destination 

than other parts. 

Other non-platoon vehicle at-

tempting or succeeding in gaining 

entry into the platoon making the 

platoon uncontrollable. 

Table 6: Departure and other vehicle entry hazard safety goals 

Hazard name Safety goal 

Platoon truck departure 

hazard 

The platoon leader shall have the ability to respond to a departure request either by agreeing 

(tail-end truck can easily leave) or by dissolving the platoon completely, partially or by split-

ting it based on the conditions at the time of the departure request. 

Platoon split request haz-

ard 

The platoon leader shall be able to manage a split of the platoon either because of a request 

it generates or after having a platoon truck requesting a split. 

Other vehicle interested 

in entry into platoon. 

The platoon leader shall be able to manage a request entry or the fact that another vehicle 

has already succeeded in entering the platoon by either dissolving it totally or partially or by 

splitting it making the truck behind the other vehicle platoon leader for the new platoon. 

Platoon joining other platoon 

 
Figure 14. Platoon joining another platoon. 



 

Table 7: Platoon joining hazards 

Hazard name Failure/operational 

mode 

Situation Hazard description 

Platoon joining platoon 

assessment hazard 

Incorrect data or assess-

ment of parameters for pla-

toon wanting to join. 

Platoon wanting to be 

added to another platoon 

Platoon addition allowed with un-

safe characteristics. 

Platoon joining platoon 

length hazard 

Platoon joining leading to 

increase in platoon length 

Platoon size increase The length of the platoon is too 

long for safe control by platoon 

leader. 

Table 2: Joining hazard safety goals 

Hazard name Safety goal 

Platoon joining platoon 

assessment hazard 

Allowing an existing platoon to join another platoon requires assessment of the parameters 

of all trucks within the platoon wanting to join based on a standardized approach. 

Platoon joining platoon 

length hazard 

Adding an entire platoon to an existing platoon shall only be possible if the total length falls 

within the length safety margin given the external conditions. 

The entire table described in Figure 3 can be placed within the model and maintained there. This 

means that the resulting table of hazards and its analysis can be maintained within the model used to 

describe the system of system hazards. This also ensures that data in the model and the table are kept 

in synch since data items will not have to be duplicated to appear in the model and in the tables 

making the handling more efficient as well as less prone to errors. 

From the perspective of the platooning example and its hazards one conclusion that can be drawn is 

that the handling will require a significant amount of machine learning to make a platoon adapt to 

changing external circumstances. The use of the Unified Architecture Framework (UAF) can be used 

further to describe the example. The service domain of UAF could be used to define services that 

delivers detailed road condition and traffic information to the platoon leader for the leader (both 

human driver and the platoon leader application) to determine suitable platoon actions in advance of 

line of sight. The communication in between trucks could also benefit from the security domain 

within UAF to determine and manage cyber as well as human threats. Any driver that can act as a 

platoon leader also needs competence and training and this can be defined using the personnel views 

within UAF. 

Conclusions 

In this paper, we have modelled a platooning system using the Unified Architecture Framework, 

UAF, to analyze how hazard analysis can be performed for such a system-of-systems. We have elab-

orated on some of the steps and how those could be made effectively and how hurdles of complexity 

can be avoided. Analyzing hazards for systems of systems presents a large hazard space to analyze, 

and to manage such a laborious task it needs to be performed with the system of system perspective 

in focus so as not to be bogged down by constituent system details. The system hazard analysis also 

needs to be performed on a system-by-system basis and any results pertinent to a system of system 

hazard analysis fed into the conditions that the system of systems must deal with. Based on the work 

performed, the use of a logical model to characterize the needed behavior of the system of systems 

is very useful in determining the hazards that a given system of system will need to deal with. The 

use of a state machine is a very compact way to do this and within it details a very large amount of 

possible sequence charts that would look at one hazard at the time. If only the sequence charts are 

used, then the chance of maintaining overall consistency would be much less making the hazard 

analysis less secure.  

UAF is eminently suitable for performing an analysis of this kind since it already contains the do-

mains and the relationships that are of interest in performing such an analysis. It is a framework 



 

standardized by the Object Management group and is maintained by the group to keep it up to date. 

It is also implemented by several different tool manufacturers. Having elaborated on modelling a 

system-of-systems with the intent of aiding in hazard analysis, one important conclusion is that mod-

elling seems to be an necessary key to manage a very large combinatory space of situations, fault 

modes, and system states. Reusing hazard analysis models from constituent system analysis enables 

an abstraction of details and helps to focus the modelling effort. Based on the decisions that the driver 

of the platoon leader truck will have to make for trucks joining or exiting a platoon it seems clear 

that it has to be supported by artificial intelligence (AI) applications to perform all of the analysis 

needed in order to present the lead driver with clear cut decisions that will not impact on the driver 

driving the truck he/ she is driving. 
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